
Anti-Phishing Toolkit  
Your users are the weakest link in your phishing defenses. By opening and clicking on phishing emails 
they put you and your organization at risk. 

This anti-phishing kit gives you a wealth of useful resources to help you educate users on the threat of 
phishing, including: 

ÌÌ Two-minute phishing video: https://vimeo.com/210910231

ÌÌ Prevent Phishing web page: www.sophos.com/prevent-phishing 

ÌÌ Poster for your workplace (in A3 and A4 sizes)

ÌÌ PowerPoint presentation for a phishing training session

ÌÌ 10 telltale signs of a phishing attack

ÌÌ Phishy flowchart to help spot phishing emails 

ÌÌ Phishing – Spot the Difference

ÌÌ Don’t Take the Bait whitepaper 

How to use these resources
You are free to share and use the toolkit resources within your organization. They are flexible, and can be 
used in many ways.  Popular options include:

Stop the Phishing training session

ÌÌ Use the video and PowerPoint presentation in a live training session

ÌÌ Give out the “phishy flowchart” and “10 telltale signs of a phishing attack” tools as handy references

Stop the Phishing office takeover

ÌÌ Put up the poster in prominent locations in your office

ÌÌ Print the “Spot the Difference” PDF and leave on users’ desks  

ÌÌ Follow-up with an email encouraging everyone to watch the video and check-out the Prevent 
Phishing web page
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