Marketing Pack

TrainingSchoolz
el.earning

helpin
SGJ\?OO&

ir\spim




' ' ‘ School Business Services

Contents
The TrainingSchoolz Platform ... 1
The Data Protection in Schools eLearning module..............ccccvvveeiiennnn.e. 2
ASSIGNMENTS ...ttt 3
Data Protection as a school staff member................cccoooiiiiinn. 3
Data Protection as a school SLT member.........cccccooiiiiiiiiiiiiiee. 4
Data Protection as a school governor...........cccocooviiiiiiiiiiiiiiiiee 5
Cyber Security in SChOOIS.............ooiiii e, 6

I rIC“Ig ..................................................................................................... ;



' ' ‘ School Business Services

The TrainingSchoolz Platform

TrainingSchoolz is an online service which enables you to create, distribute and
monitor your own online interactive training.

Start with one of the included, professionally written, training assignments
on a range of common topics including:

Data Protection in Schools (module of 4 assignments including the new GDPR, DPA2018,
PECR and Cyber Security) — Further Details provided in this document

Safeguarding — An Introduction for Teachers and Staff 2018

Child sexual exploitation -Awareness Training for Teachers and Staff
E-safety Annual Training for Teachers & Staff

First Aid — Basic Life Support for Schools

First Aid — Common Ilinesses and Injuries in Schools

Health & Safety — Schools Essentials

Health & Safety — School Hazards Awareness

Keeping Children Safe in Education 2018

Radicalisation — Awareness Training for Schools
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The Data Protection in Schools eLearning module

This module covers the new data protection laws, including the General Data Protection
Regulation (GDPR) and Data Protection Act 2018 (DPA2018), as well as the existing
Privacy in Electronic Communications Regulations (PECR), Freedom of Information Act
(FOIA) and elements of the Computer Misuse Act 1990.

The module is delivered in an education specific format via four individual assignments including:
e Data Protection as a school staff member
e Data Protection as a school SLT member

e Data Protection as a school governor
e Cyber security in schools

The following section outlines the four assignments including an overview and outline of the
assignment content.
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Assignments

Data Protection as a school staff member
This course is designed to be taken by all staff as a baseline of understanding of the new data
protection laws, types of sensitive data, risks within the school, and their responsibilities as a
school staff member.
Outline of assignment content;

e GDPR an overview

e GDPRis not the only law

e Should | take this seriously?

e Rights of the data subject

e Safeguarding and the GDPR

e GDPR principles of data processing

e Possible locations of personal data

e Types of special categories or sensitive personal data

e Risk awareness: Human factors

e Types of risk

e Risk awareness: Individual risk

e Risk awareness: What should | do?

Duration: Approx. 30 mins
Certificate of completion: Yes

Content sample

6 Principles of data processing

There are 6 principles within the GDPR which, when
GDPR followed, provide a foundation of data protection which
Principles of will meet the required level of compliance.

data processing

Personal data is kept in both physical or electronic
forms in many locations. Consider the following:

+ Physical files
Pripto onespondence etc

Possible
locations of @
Personal data

Reported incidents to the ICO (January - March 2017}

Data security incidents by type

Source: ico.org.uk

The majority of reported data breaches between Jan & Mar
2017 were of human errors. It is essential that staff take
particular care when handling or sharing personal data,
especially when it contains sensitive types of data.
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Data Protection as a school SLT member
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This assignment is designed to be taken by all SLT members as a baseline of understanding of the
new data protection laws and the requirements of the school to demonstrate compliance.

Outline of assignment content:
e GDPR an overview
e GDPRis not the only law
e Should | take this seriously?
e Rights of the data subject
e Safeguarding and the GDPR
e Data Controllers and their responsibilities
e Data Processors and dealing with Data Processors
e Data Protection Officers
e GDPR principles of data processing
e Possible locations of personal data
e Risk awareness: Penalties
e Reducing risk through a Privacy culture
e Privacy culture: Mitigating risk
e Recommended next steps

Duration: Approx. 30 mins
Certificate of completion: Yes

Content sample

Data
Protection
model under
the GDPR

Information Commissioner:
T b

ffice (ICO) ]
A

What action we've taken in Q4

Four fines

Risk
awareness
Penalties

[=# Oneundert:
Three unde:
We checked if

The ICO has po
(improvement notid
to €20 million or 49

That being said tl
right to reserve
into one of three cr

/N R ccommended
next steps...

Step1) Create a team
CPO or DPO

SENDco IT/IT Support Company
®

; <
Learning
Mentor

_—
Business Manager

Gatekeepers are normally
dept managers, admin staff
etc. and essential for
delegation and peer support
in large schools.

Gatekeepers
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Data Protection as a school governor
This assignment is designed to be taken by all governors as a baseline of understanding
of the new data protection laws and understanding of the corporate risk, to the school,

of non-compliance.

Outline of assignment content:

GDPR an overview

GDPR is not the only law

Should | take this seriously?

Rights of the data subject

Safeguarding and the GDPR

Data Controllers and their responsibilities
Data Processors and dealing with Data Processors
Data Protection Officers

GDPR principles of data processing
Possible locations of personal data

Risk awareness: Penalties

Reducing risk through a Privacy culture
Privacy culture: Mitigating risk
Recommended next steps

Duration: Approx. 20 mins
Certificate of completion: No

Content sample

All data protection laws within the UK are overseen by a
body called the information commissioners office or ICQ.

Should | take

this serious? Reported incidents to the ICO (January - March 2017).

Data security incidents by type

Privacy
d culture

Mitigating risk

As you increase: Your risk of:

Awareness +  Data breach
Training *  Severe penalties
Security *  Loss of reputation
Use of formal Processes _.will decrease.
Use of contracts

Accountability
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Cyber Security in schools
This course is designed to be taken be all staff as a baseline of understanding
on the basics of cyber security in a school.

Outline of assignment content:

ISMS in schools

ISMS in schools: Physical IT hardware

Two factor authentication (TFA)

Stronger passwords

Possible locations of personal data

Concept of security: CIA

Concept of security: Clearly defined working area’s
Types of risk within the school

Risk awareness: What risks are associated with using email
Risk awareness: Safely working with email
Recommended next steps

Duration: Approx. 30 mins
Certificate of completion: Yes

Content sample

Q_ + Locally kept electronic files
£ incl. Docs, databases, spreadsheets, etc.
H Be careful of files saved to your local C: drive or your
POSS'Ib|e desktop as these can bypass folder permissions and
locations of might not be included in school backups.

Personal data

School Network

Child
Protection

Personnel

Risks are increased when usin,

as finance, HR, child protection ¢ b 0o
to only allow access to the sufiUSILale] email?
groups.

admin information therefore pos What risks are
secure area network share. This JEYYYeTelP=Y(=1e BL 1141

Risks associated with using emails:

Risk awareness » Retaining emails beyond use

» Non secure passwords

+ Phishing attacks
» Accidental sending to wrong recipient

« Accidental reply all
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Pricing

Bronze package

Perfect for the smaller school (primary or special)
*Special Pricing for SBS Customers*£449*

per year

RRP £549*

2000 Training Invites

10 Free CPD Training assignments

Unlimited self-authored assignments

Silver package

Perfect for the medium sized school (large primary or secondary)
*Special Pricing for SBS Customers*£799*

per year

RRP £949*

5000 Training Invites

10 Free CPD Training assignments

Unlimited self-authored assignments

Gold package

Perfect for a MAT

*Special Pricing for SBS Customers*£1049*
per year

RRP £1249*

8000 Training Invites

10 Free CPD Training assignments

Unlimited self-authored assignments
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Contact us to find out more

0345 222 1551 - Option 3

or email us on

misservicedesk@
schoolbusinessservices.co.uk




